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Abstract
Since the pandemic, work in companies changed and employees and employers recognized the benefits of a flexible work environment. Remote work, the most used form of flexible work, supports employee engagement and productivity, and improves employees' work-life, but requires new challenges i.e. referring to the used technology and cybersecurity because the risk of cyber threats is bigger. So, employers and employees should learn modern technologies and ensure the safety of their data, being aware of the risks of a security threat. Organizations should implement key measures to minimize cybersecurity risks in remote work environments because remote workers are particularly vulnerable to cyber-attacks. Security policies for using secure software and services, monitoring network activity and
 planes for responding to cyber-attacks should be developed. The remote work policies and procedures should be compliant with applicable laws and regulations, and employees should be trained on these policies. Cybersecurity frameworks are necessary also within remote work describing guidelines, standards, and best practices designed for cybersecurity risk management and corresponding training. This paper presents the importance of cybersecurity in flexible work environments and the requirements for employees to work securely and employers to ensure this. The main objective of a European study with the author’s participation is first to propose a Competence Framework for defining necessary skills and requirements, for cybersecurity within remote work. The Competence Framework developed within the European project InCyT with the author's participation, is used. A methodology for the Competence Framework has been developed and will be improved after discussions with representatives of small and medium-sized companies (SMEs), and SME consultants. A literature review of existing training approaches has been done. By using the results and discussions with SMEs, a flexible, personalized awareness digital cybersecurity training program for remote workers using Artificial Intelligence (AI), particularly from SMEs will be proposed, based on the training developed within InCyT. Some training modules have already been discussed with SMEs and consultants. Results are presented in the Example part.
Employees need regular cybersecurity training to help them identify and avoid common threats such as phishing attacks and malware. Particularly SMEs need help in this context, also due to limited resources and experience. Employees and employers appreciate the advantages of remote work; according to a recent survey, many employees would like to have a flexible work schedule. 
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INTRODUCTION  
It is known that the pandemic and new technologies changed the work also in companies and in recent years, these have recognized the benefits of a flexible work environment in this context with options in terms of working time, work location, and patterns of working. Remote work [1], which does not require employees to be in a physical office making workplaces more flexible, drives employee engagement and productivity and boosts employees' work-life balance. However, such changes require new challenges for used technology and cybersecurity because the risk of cyber threats is bigger [2], [3]. Cybercriminals look for vulnerabilities to exploit, and so cybersecurity is a critical issue for remote workers. Both employers and employees should be trained to ensure the safety of their data, being aware of the risks associated with remote work and the consequences of a security breach [4]. Phishing attacks are a used form of cyber threat in the form of emails, phone calls, or text messages tricking, remote workers to deliver sensitive information like passwords or credit card details [5], [6]. Malware is software that can steal data, encrypt files, or disrupt network operations. Ransomware encrypts files and requires money in exchange for decryption. Ransomware attacks can be extremely dangerous for remote workers, as they can lose critical data and have financial risks. To minimize such cybersecurity risks in remote work environments, organizations should implement several key measures [6]. Remote workers are particularly vulnerable to cyber-attacks i.e. because they do not have the same level of network security in their work environments as in their offices within the company. Cybersecurity competence frameworks are also necessary within remote work describing guidelines, standards, and best practices designed for cybersecurity risk management and including corresponding training. The frameworks can reduce an organization's exposure to weaknesses and vulnerabilities that hackers and other cyber criminals may exploit. They help develop a culture of cybersecurity; remote workers should understand the risks and take the necessary measures to mitigate them. Security policies are necessary for using secure software and services, monitoring network activity, and plans in place for responding to cyber-attacks. To ensure compliance with legal and regulatory frameworks for cyber-security in remote work, employers should conduct a comprehensive risk assessment to identify potential vulnerabilities and risks in their remote work environment. The remote work policies and procedures should be compliant with applicable laws and regulations, such as GDPR and ISO/IEC 27001 [7], and employees should be trained on these policies. Organizations must ensure corresponding cybersecurity awareness training of employees to protect company data and act in case of a threat [8].
This paper presents the importance of cybersecurity in flexible work environments, the requirements for employees to work securely, and for employers to ensure this, as well as future work within an Example.
The main objective of a European study with the author's participation is first to propose a Competence Framework for defining necessary skills and requirements, for cybersecurity within remote work. It is based on the Competence Framework developed by the European project InCyT [4], [5]. Discussions with representatives of small and medium-sized companies (SMEs), SME consultants, developers of training approaches, and a literature review about existing training approaches are used. Based on the results, a flexible, personalized awareness digital cybersecurity training program for remote workers, particularly from SMEs, using Artificial Intelligence (AI), [9] will be proposed, based on the training developed within InCyT for SME employees. Employees need regular cybersecurity training to help them identify and avoid common threats such as phishing attacks and malware. SMEs need help in this context because most have limited resources and experience; employees and employers appreciate the advantages of remote work. According to a recent survey, employees and employers would like a flexible work schedule and secure working environments,: they must receive corresponding efficient training [10].

cybersecurity in flexible work environments 
In this part importance of cybersecurity in flexible work environments as well as requirements for employees to work securely and for employers to ensure some requirements are presented.
2.1 Cybersecurity in flexible work environments
Working not in the office has become a normality for many employees. After the experience during the Corona pandemic, employers also understand that the productivity of their employees does not decrease when working remotely i.e. from home - they are even more productive than in the traditional office [1], [3]. So, companies integrated remote work into their activities after the pandemic and switched to a flexible way of working as a mix of home office and company one. However, due to the remote work of employees, and the technology used, IT experts, employers, and employees are confronted with new security challenges. The number of cyberattack threats increased rapidly in recent years like phishing, ransomware, DDoS attacks, and other social engineering ones [2]. According to IDG [11], 66 percent of IT managers confirmed the number of cyber risks is bigger when working from home and the number of employees who work on private, unprotected devices (31%) is also high. Office working environments have robust security measures, but remote work settings do not have corresponding ones. So, many less secure home networks facilitate cyberattacks, including unauthorized access, data breaches, and malware infections.
Examples of such problems are the following:
· Remote employees often work at unsecured home networks, which are vulnerable to attacks.
· Employees work by using company resources and access these using personal computers and mobile devices, which often do not have the necessary level of security as company equipment.
· Collaborative tools and cloud services necessary for remote work are not always properly configured and protected.
· Often employees do not know or respect cybersecurity security rules and practices necessary for remote work, making possible cyber-attacks.
Mobile devices, which are tools for remote workers, often present security risks, so it is important to protect sensitive data and prevent unauthorized access by implementing strong authentication measures on these, encrypting data, and regularly updating device software [7].
In this context, it is necessary to develop a company culture of cybersecurity, where remote workers/teams know cyber rules and use them to mitigate attacks. This includes i.e.: 
· develop company security policies, 
· use secure software and services,
· provide employees with awareness of cybersecurity training regularly, 
· monitor network activity, 
· develop a plan for responding to cyber-attacks and make it known to remote workers.
Such steps can help to reduce the risks of cyber-attacks and support the use of existing secure work environments.
Some best practices to be used by company employees to keep their data and network secure are [6]: 
· use of strong passwords, 
· making regular updates of used software,
· for each account should be used passwords not very short i.e.  containing upper and lowercase letters, numbers, and special characters,
· to have more security to remote workers’ accounts, a second form of verification (. two-factor authentication, i.e. a text message or a phone call) should be installed.
Regularly updating software containing security patches that address vulnerabilities and protect against cyber threats is important for remote workers. To minimize the risk of a security breach, remote workers should ensure that their devices and applications are up to date.
Employers must also take some necessary steps to keep their remote teams secure including:
· implementing a remote work policy including rules and guidelines for remote workers. for accessing company data, using company equipment, and reporting security incidents.
· conduct regular security audits which help employers identify vulnerabilities and potential risks and ensure that remote workers follow best practices to ensure their data security, and that the company’s network and data are secure.
· organize regular awareness cyber training for employees.
Cybersecurity tools are also necessary to help remote workers stay secure like virtual private networks (VPNs), antivirus software, and firewalls. VPNs i.e. allow remote workers to access the company’s network securely because they encrypt the data sent between the remote worker’s device and the company’s network. This makes a treat difficult for cybercriminals.
Antivirus software is necessary to protect remote workers’ devices from malware, viruses, and other cyber threats and should be installed on all devices used for work, including laptops, tablets, and smartphones. Firewalls, which can be software-based or hardware-based and are designed to block unauthorized access to a device or network help also to protect remote workers’ devices from unauthorized access. 
IT departments of companies have an important role in cybersecurity within remote work because they
· are responsible for the company’s network and data security and the following of rules by remote workers. 
· should organize together with employers’ regular cybersecurity training and conduct regular security audits.
· develop together with employers a remote work policy for the company with expectations and guidelines for remote workers, including guidelines for accessing company data, using company equipment, and reporting security incidents.
· have to solve other technical problems of remote workers and should protect them from cyber threats. 
All the measures must be also user-friendly, and employees should understand and apply them to support their work from anywhere without difficulties

2.2 Other problems with flexible work within SMEs
Flexible work brings benefits for SMEs i.e.:
· improves productivity, because employees can choose their most suitable hours.
· SMEs can reduce overhead costs by using virtual office space or developing and using shared workspaces.
· flexible working options make SMEs more attractive for employees and so also top talent.
· employees can organize better professional and personal lives, and this has started already during the pandemic.

But there are several potential issues to consider at remote work, particularly within SMEs, due to many factors, including [12]: 
· Effective communication can be difficult when employees work at different places and hours.
· Data security is a more significant concern when employees work remotely.
· It is not always easy to ensure that employees are productive while working remotely.
· SMEs should adapt/improve their company culture to support remote work, starting already during the pandemic.

Measures that should be taken within SMEs [8] in this context are:
· Clear policies and guidelines for flexible working should be developed.
· Investing in reliable communication and collaboration tools is necessary, 
· Maintaining regular check-ins to keep employees connected and accountable, is important in remote work.
· Providing flexibility but maintaining work discipline is a successful condition.

2.3 Training strategies and the use of AI
Employee training should have priority to support successful remote work [5]. Some strategic measures in this context are the following [10], [13]: 
· Interdisciplinary training programs that address remote work challenges, including secure home network setup, safe use of personal devices, and recognizing remote work-related phishing and other attempts are necessary.
· Ongoing training should be provided and updated to keep employees informed about the latest threats and best practices.
· Employees should be able to recognize cyber-attacks i.e. through simulated exercises and immediate feedback.
· Employees have to learn to use collaboration tools securely, use secure passwords, two-factor authentication, and secure file sharing.
· A culture of cybersecurity awareness among remote employees should be developed, encouraging them to report suspicious activities and use good cybersecurity practices. 
Artificial Intelligence (AI) is a tool to support efficient remote i.e. [10], 14]: 
· AI-powered tools and virtual assistants based on schedule analysis of all attendees can automatically find the most suitable time for meetings, ensuring minimal disruption. 
· AI can propose a priority order of tasks based on deadlines and importance and this helps remote employees to manage their time more efficiently.
· AI-driven platforms can support real-time translation, breaking down language barriers, and ensuring that teams understand each other. 
Because employees access company data from various locations and devices during remote work, maintaining cybersecurity and training employees is of great importance. AI methods help in this content by continuously learning and evolving to identify new threats, detecting unusual patterns or behaviors, and providing an immediate alert to potential security breaches. By automating these processes, businesses can ensure that their data is secure, also in a remote setting.
 It is often important for managers to evaluate employee work performance. Using AI analytics tools, an employee’s output can be appreciated, project progress, and even analysis patterns to determine peak productivity times can be realized. This information helps managers, to offer suitable support and feedback, ensuring that employees remain engaged and productive. AI-driven bots can be used to automatically sort and categorize emails, manage database entries, answer basic customer queries, and facilitate employees to concentrate on more essential, tasks. So, AI, with its ability to learn, adapt, and automate, is very useful in making remote work efficient and developing suitable training concepts [10]. 
Cybersecurity is an interdisciplinary field, so AI and Interdisciplinary training could be used to develop and assess suitable, attractive cybersecurity training, particularly for remote employers and employees from SMEs [14]. 
By using AI methods, personalized and customized training can be developed and combined with interdisciplinarity helps to solve remote requirements and discipline connections. Cybersecurity awareness training by including AI can be adapted to individual employee knowledge levels, learning styles, and areas for improvement – and so create a useful learning experience for remote employees.
Cybersecurity training for remote work using intuitive machine learning systems can directly meet individual learning needs, giving users right the type of training at the right time to address cybersecurity threats and risks. They support prediction, personalization, and customization [8].
Personalized training is more effective by engaging participants with the training materials and methods. Machine learning ensures that learning needs are met quickly. It is important to balance the amount of information delivered in training with employee attention spans, time, and interest retention.
AI helps to give SME employees the training when they need to improve their knowledge, and satisfaction with the training materials [10], [11].
EXAMPLE
The first step of a European study with the participation of the author was to propose a Competence Framework for defining necessary skills and requirements, for cybersecurity within remote work. A first version of the methodology for the Competence Framework has been developed. It includes the role and the main parts of the Competence Framework within remote work describing guidelines, standards, and best practices designed for cybersecurity risk management, necessary skills for remote work, and necessary cybersecurity awareness training to avoid cyber-attacks. It was considered that the skills and competencies of employees, employers, and IT experts should be in line with the demands of their jobs and correspond to the working virtual environment. The Competence Framework for cybersecurity developed within project InCyT [15] with the author's participation is used. 
Specific remote work to be done in the company and challenges connected with this including cybersecurity problems should be analysed and included in corresponding Competence Frameworks. A training needs analysis using data about the company i.e. remote work policies and practices, surveys, and interviews with remote workers, managers, and company consultants are parts of the methodology. Some key competencies that are essential for remote work are communication, time management, adaptability, and self-motivation. Due to cyber-attacks, it is necessary also to analyze employees’ skills in the cybersecurity domain which are important for efficiently managing security-related issues and challenges to protect critical information. They should be organized into categories or clusters or assigned to different levels or roles. The Competence Framework will be tested and improved by involving remote workers, managers, trainers, and consultants. The Framework conclusions will be integrated into training and development activities and processes of the corresponding company. Then the impact and outcomes of the Framework will be evaluated, and the framework improved. The author's experience within the InCyT project [14],[15] will be used. A flexible awareness digital cybersecurity training program for remote workers particularly from SMEs will be also proposed. The digital cybersecurity training program developed within the InCyT project [9] with the authors ‘participation will be used. The planned training refers both to essential skills for remote work as well as keeping employees informed about the latest threats and best practices to recognize phishing attempts and provide immediate feedback during remote work. Some topics of the training programs should be Working Remotely, Computer Security, Public WiFi, Information Protection, Phishing, Internet of Things. AI facilities will be proposed to create personalized, task-oriented, and inclusive training facilities. The author has experience in this field also through other projects. 
CONCLUSIONS
Flexible work arrangements are used in many companies due to many benefits. Many companies around the world have adopted quickly remote work to bring more ‘flexibility’ into their workplaces but there are pros and cons of flexible work schedules that have to be considered [16]. The shift to remote work created new challenges for organizations and policymakers, particularly about cybersecurity. Appropriate measures to mitigate the associated cyber risks are necessary. Compliance with international cybersecurity laws and regulations should be considered. Cybersecurity frameworks are necessary to determine the necessary skills and corresponding cybersecurity awareness training. Employees need regular personalized cybersecurity training in this context by using also AI to identify and avoid common threats such as phishing attacks and malware. Particularly SMEs need help in this context, also due to their limited resources and experience. 
Many employees wished the company would offer them a flexible work schedule. 
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